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More than 1.5 billion people live in countries with
strong data protection laws granting them the right to
request a company to delete their personal data.

While most companies comply with such requests,
some use dark patterns - doggy tricks - to avoid their
responsibility.

Here are the top ten dark patterns and the
countermeasures you can use to make your data
request more effective.

This guide was developed based on the experience
running YourDigitalRights.org.
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When a company...
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.. asks you to fill a form

.. asks you to provide excessive information
.. asks you to locate your data

.. asks you to submit multiple requests

.. asks you to provide cookie identifiers

... re-interprets your request

.. asks you to provide a Mobile Advertising ID
.. has technical difficulties

.. sends an automatic reply

.. does not reply

Escalation
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Your Dlgital Rights
yourdigitalrights.org

E]


https://yourdigitalrights.org/

your
digital
rights.org

#1
Fill a form

Many companies request that you fill out an online form before
considering a request. Such forms are often designed to make
it hard to complete the process. The European GDPR explicitly
states that a company must not place an undue burden on the
individual, and we can use this fact to our advantage. The
same rationale often works with other regulations.

o systems.
D0 Not Saf My Personal Informaton *
SUBMIT REQUEST
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Dear [Company],

In response to your request to fill in a form, please
note that my original email request is sufficient and
that | am not obligated to take further action.

If there is any legal requirement for me to do so,
please send me a link to the relevant legal act.

Please confirm by email that my personal
information has been deleted in accordance with
my original request.
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#2
Provide excessive information

Dear [Company],

Before fulfilling a request, companies need to verify your
identity to prevent abuse. However, this verification process
needs to be proportional. A simple verification email is
sufficient in most cases. Some companies abuse this
process by requesting excessive information (keep in mind
that some companies, such as financial institutions,
legitimately require a more rigorous verification of your
identity).

Your request for a copy of my passport or driving
licence is excessive and requires disproportionate
effort on my part. | have already provided all the
information necessary to identify me in your
systems. Therefore, | do not need to provide any
further information.

Please confirm by email that my personal
information has been deleted in accordance with

Example my original request.
If you would like us to exercise your right to object to the

processing of your data, please reply to this response or
contact us at privacy@example.com with a copy of your
identification, such as a passport or driving license.
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#3
Locate your data

Some companies, such as people finder websites and other
directories, ask for a link to the place on their website where
your personal data is located.

This request places an undue burden on your part. These
companies don’t only shift the work they are legally required
to do (locating your data in their systems) onto you but also
shift the responsibility. You have no way of ensuring that you
have located all of your personal information in all of their
systems.

Example

In order to complete your request please reply to this email
with the exact URL/web address in which your information is
contained.

Dear [Company],

| have already provided all the necessary
information for you to locate me in your systems.

Your request to initiate manual research is
disproportionate to my side, and even if | could do
that, there is no guarantee that your system has
avoided errors, typos, or other mistakes
associated with my data.

Please confirm by email that my personal
information has been deleted in accordance with
my original request.
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#4
Submit multiple requests

Larger companies might ask you to submit several requests,
one for each product, department, or service. Such requests
place an undue burden on your part. This dark pattern is an
example of how the requirement to fill in a form is used to
make the request process more onerous.

Example

* EAB Program Used (a separate request should be submitted for
each EAB Program)

Academic Performance Solutions
Adult Learner Recruitment
Advancement Marketing Services
EAB.com

Education Data Hub
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Dear [Company],

Please delete all my data from all your programs.
Requiring me to submit a separate request for
each program requires disproportionate effort on
my side.

Please confirm by email that my personal
information has been deleted in accordance with
my original request.
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#5
Provide cookie identifiers

Dear [Company],

Sometimes companies ask that you fill in a web form to read ]
a cookie that was placed in your browser during an earlier I'have already provided all the necessary
visit. This request is problematic because a cookie is not a information for you to locate me in your systems.

good way to verify your identity for the reasons listed in the Regardmg the.c.ook|e identifier, | m_'th have i
erfl s (G deleted it, or visited one of your affiliated services

with different devices at different times.

Example

To make a data deletion request, you must use the forms
found at https://example.com/Privacy/Data-Subject-Rights so
that we can detect any cookie identifiers on your device.

Please confirm by email that my personal
information has been deleted in accordance with
my original request.
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#6
Re-interpret your request

Some companies take the liberty of re-interpreting your
request as a less restrictive one. We often see US-based
companies re-interpret a data deletion request as a “do not

sell” request, which allows them to keep a copy of your data.

Example

Please note that when we receive a request to “opt out,”
“delete,” or “do not sell” a consumer’s personal information,
we interpret these requests as “do not sell requests”.

Your Dlgital Rights
yourdigitalrights.org

Dear [Company],

Please interpret my deletion request as a
"deletion” request rather than a "do not sell" one.

Please confirm by email that my personal
information has been deleted in accordance with
my original request.
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#7
Provide a Mobile Advertising ID

Dear [Company],

Some advertising companies ask for your Mobile Advertising _
ID, a random set of characters stored on your mobile device. | have a!ready provided all the necessary
What sounds like a simple request turns out to be a information for you to locate me in your systems.

Please use this information to locate my
information rather than the Mobile Advertising ID.

challenging task. For example, to find this ID on Android, you

have to search through several menu levels, and when you
finally find it - it is impossible to copy. The only option is to

re-type these 36 characters into a web form. Please confirm by email that my personal

information has been deleted in accordance with
my original request.

Tip y orig q

On Android devices, it is possible to reset your Mobile Ad ID.

We recommend doing this on a regular basis.
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#8
Technical difficulties

From broken links, through missing pages (404s), to forms
returning error messages, these technical problems provide
companies with plausible deniability, allowing them to claim
that even though they want to comply with your request, they
can't due to a technical issue.

The page isn't redirecting properly
An error ocoursed during a connection o [z198.Infusionsoftapp.

* Thiz problem can samatimes be caused by disabiing or refusing %o 300ept cookies.
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Escalate the request to a government requlator
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#9
Automatic reply

You've seen it before. You email a company with a complaint

only to receive an automatic response directing you to some

online resource. Often there simply isn’t a human in the loop

to with which we can reason.

Escalate the request to a government requlator

If you believe a company is neglecting its legal obligations
you should complain to your government regulator.
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#10
No reply

Perhaps the most comment dark pattern is for a company

not to reply to your request. The good news is that

according to our data, the number of companies that do

not respond to data requests decreases over time.

Unfortunately, quite a few companies still choose to Escalate the request to a government requlator
employ this dark pattern.
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Escalation
Most companies comply with data requests quickly and efficiently. Europe
Still, in some cases, companies refuse to comply or only partially Email your complaint to your local Data Protection
comply. Authority (in Europe, you also have a “private right of

_ action”, the right to take a company to court).
In such cases, you should complain to your government regulator.

Companies paid over 1.74 billion in GDPR fines in 2022 alone and

there is a noticeable change in their attitude towards privacy as a UG (SIS

Fill in a complaint form:

result.
e California
By filing complaints with regulators when you encounter e  Virginia
inappropriate behavior on behalf of companies, you can help us root (] Brazil
out these harmful practices. e Canada
° Japan

YourDigitalRights.org

Our Smart Follow-up Assistant will recommend when to escalate
your request to your government regulator and automates most of
the process.
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YourDigitalRights.org is a free service that helps you
regain control of your online privacy by making it easy to
get organizations to delete or provide a copy of your
personal information.

is operated Your donations help ensure our financial
by stability and independence:

A nonprofit organization creating
people-centered digital initiatives promoting
and advancing digital human rights.

info@consciousdigital.org

@ConsciousDigit
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